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[bookmark: _Toc20494417][bookmark: _Toc26975440][bookmark: _Toc35856313][bookmark: _Toc44001168][bookmark: _Toc51580767][bookmark: _Toc52356030][bookmark: _Toc55227600][bookmark: _Toc90024492]11.2.1.1.3		getAlarmList
[bookmark: _Toc20494418][bookmark: _Toc26975441][bookmark: _Toc35856314][bookmark: _Toc44001169][bookmark: _Toc51580768][bookmark: _Toc52356031][bookmark: _Toc55227601][bookmark: _Toc90024493]11.2.1.1.3.1	Definition
A MnS consumer invokes this operation to request the MnS producer to provide either the complete list of AlarmInformation instances in the AlarmList or only a part of this list (partial alarm alignment).
The parameters baseObjectClass and baseObjectInstance are used to identify the part of the alarm list to be returned. If they are absent, then the complete alarm list shall be provided (full alarm alignment). If they identify a particular class instance, then only a) the AlarmInformation instances related to this class instance and b) the AlarmInformation instances related to the subordinate class instances of this class instance shall be provided (partial alarm alignment). An instance-a is said to be subordinate to instance-b if the DN of the latter is part of the DN of the former.
There are two modes of operation. One mode is synchronous. In this mode, the list of AlarmInformation instances in AlarmList is returned synchronously with the operation. The other mode is asynchronous. In this mode, the list of AlarmInformation instances is returned via alarm notifications. In asynchronous mode of operation, the only information returned synchronously is the status of the operation. A method allowing to abort an ongoing alarm alignment process shall be available in the asynchronous mode. The mode of operation to be used is determined by means outside the scope of specification. To use asynchronous mode, the authorized consumer needs to have established a subscription via the subscribe operation.
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	Parameter Name
	S
	Information Type / Legal Values
	Comment

	alarmAckState
	O
	ENUM (all alarms, all active alarms, all active and acknowledged alarms, all active and unacknowledged, all Cleared and unacknowledged alarms, all unacknowledged)
	It carries a constraint. The FaultSupervision MnS producer shall apply it on AlarmInformation instances in AlarmList when constructing its output parameter AlarmInformationList.

	baseObjectClass
	O, see note 1
	This parameter is either absent or carries the object class of a certain class.
	See how this attribute is used to support full alarm alignment and partial alarm alignment in 11.1.2.3.3.1.
See note 2.

	baseObjectInstance
	O, see note 1
	This parameter is either absent or carries the DN of a certain class instance.
	See how this attribute is used to support full alarm alignment and partial alarm alignment in 11.1.2.3.3.1.
See note 2.

	filter
	O
	N/A
	It carries a filter constraint. 
If the filter is present, the MnS producer shall apply it on AlarmInformation instances in AlarmList when constructing its output parameter AlarmInformationList.
If the filter is not present, all of the AlarmInformation instances included by the scope are selected.

	NOTE 1:	If the notification notifyAlarmListRebuilt supports indicating that only a part of the alarm list has been rebuilt then the operation getAlarmList shall support partial alarm alignment.
NOTE 2:	The legal values of the parameters baseObjectClass and baseObjectInstance are restricted to those carried by the parameters baseObjectClass and baseObjectInstance in the recent notifyAlarmListRebuilt notifications. The timeline for "recent" is vendor-specific.
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Table 11.2.1.1.3.3-1: Output parameters for the operation getAlarmList
	Parameter Name
	S
	Matching Information / 
Information Type / Legal Values
	Comment

	alarmInformationList
	M
	List of AlarmInformation.
	It carries the requested AlarmInformation instances.

Case when synchronous mode of operation is used:
(a) The MnS producer shall apply the constraints expressed in alarmAckState and filter to AlarmInformation instances when constructing this output parameter.

Case when asynchronous mode of operation is used (i.e. this output parameter is conveyed via notifications):

(a) If the filter parameter is present, theMnS producer shall apply the constraint when constructing this output parameter. Furthermore, if the alarmAckState constraint is present, the MnS producer shall apply that constraint as well. The filter constraint, if any, that is currently active in the notification channel is not used for the construction of this output parameter. 

(b) If the filter parameter is absent, the MnS producer shall apply the filter constraint currently active in the notification channel when constructing this output parameter. If the alarmAckState constraint is present, the MnS producer shall apply that constraint as well.

	status
	M
	ENUM (OperationSucceeded, OperationFailed)
	If all the AlarmInformation are returned, status = OperationSucceeded.
If operation is failed, status = OperationFailed.



The following table defines an item of alarmInformationList.
Table 11.2.1.1.3.3-2: Definition of an item of alarmInformationList
	Parameter name
	S
	Matching information
	Comment

	objectClass,
objectInstance
	M
	MonitoredEntity.objectClass,
MonitoredEntity.objectInstance
	The MonitoredEntity is identified by the relation-AlarmedObject-AlarmInformation.

	notificationId
	M
	AlarmInformation.notificationId
	

	notificationType
	M
	"notifyNewAlarm" 
or 
"notifyChangedAlarm"
or 
"notifyClearedAlarm"
	The parameter carries

- notifyNewAlarm in case the alarm has not yet changed and has not yet been cleared.
- notifyChangedAlarm in case the alarm has changed but has not yet been cleared.
- notifyClearedAlarm in case the alarm has been cleared but not yet acknowledged.

	eventTime
	O
	AlarmInformation.alarmRaisedTime or 
AlarmInformation.alarmChangedTime or
AlarmInformation.alarmClearedTime
	The parameter carries the

-	alarmRaisedTime in case notificationType carries notifyNewAlarm
-	alarmChangedTime in case notificationType carries notifyChangedAlarm
-	alarmClearedTime in case notificationType carries notifyClearedAlarm


	systemDN
	M
	--
	

	alarmId
	M
	AlarmInformation.alarmId
	

	[objectClass],
[objectInstance]
	n/a
	MonitoredEntity.objectClass,
MonitoredEntity.objectInstance
	Parmeter identical to the first parameter in this list, shown here to clarify all elements of AlarmInformation are present

	[notificationId]
	n/a
	AlarmInformation.notificationId
	Parmeter identical to the second parameter in this list, shown here to clarify all elements of AlarmInformation are present

	alarmRaisedTime
	M
	AlarmInformation.alarmRaisedTime
	

	alarmChangedTime
	O
	AlarmInformation.alarmChangedTime
	not applicable if the severity of related alarm was not changed


	alarmClearedTime
	M
	AlarmInformation.alarmClearedTime
	not applicable if related alarm was not cleared


	alarmType
	M
	AlarmInformation.alarmType
	

	probableCause
	M
	AlarmInformation.probableCause
	

	specificProblem
	O
	AlarmInformation.specificProblem
	

	perceivedSeverity
	M
	AlarmInformation.perceivedSeverity
	

	backedUpStatus
	O
	AlarmInformation.backedUpStatus
	not applicable if related alarm is a security alarm

	backUpObject
	O
	MonitoredEntity.objectInstance
	The MonitoredEntity is identified by relation-BackUpObject-AlarmInformation.

Not applicable if related alarm is a security alarm

	trendIndication
	O
	AlarmInformation.trendIndication
	not applicable if related alarm is a security alarm

	thresholdInfo
	O
	AlarmInformation.thresholdInfo
	not applicable if related alarm is a security alarm

	correlatedNotifications
	O
	The set of CorrelatedNotification instances related to this AlarmInformation.
	

	stateChangeDefinition
	O
	AlarmInformation.stateChange
	not applicable if related alarm is a security alarm

	monitoredAttributes
	O
	AlarmInformation.monitoredAttributes
	not applicable if related alarm is a security alarm

	proposedRepairActions
	O
	AlarmInformation.proposedRepairActions
	not applicable if related alarm is a security alarm

	additionalText
	O
	AlarmInformation.additionalText
	

	additionalInformation
	O
	AlarmInformation.additionalInformation 
	

	rootCauseIndicator
	O
	AlarmInformation.rootCauseIndicator
	

	ackTime
	M
	AlarmInformation.ackTime
	not applicable if related alarm was not acknowledged nor unacknowledged

The availability and accuracy of time carried by the time parameters in individual entries of the list (i.e. eventTime, alarmRaisedTime, alarmClearedTime and ackTime) shall be "best effort". 
Reason: A Management System is not required to persistently store these times or other alarm information (as in case of synchronization information may be provided by the NE), while also some NE's do not keep these times (and a later attempt to retrieve the alarm data from the NEs will not deliver these time data).

	ackUserId
	M
	AlarmInformation.ackUserId
	not applicable if related alarm was not acknowledged nor unacknowledged

	ackSystemId
	O
	AlarmInformation.ackSystemId
	not applicable if related alarm was not acknowledged nor unacknowledged

	ackState
	M
	AlarmInformation.ackState
	not applicable if related alarm was not acknowledged nor unacknowledged

	clearUserId
	O
	AlarmInformation.clearUserId
	not applicable if related alarm was not cleared

	clearSystemId
	O
	AlarmInformation.clearSystemId
	not applicable if related alarm was not cleared

	serviceUser
	M
	AlarmInformation.serviceUser
	not applicable if related alarm is not a security alarm

	serviceProvider
	M
	AlarmInformation.serviceProvider 
	not applicable if related alarm is not a security alarm

	securityAlarmDetector
	M
	AlarmInformation.securityAlarmDetector
	not applicable if related alarm is not a security alarm

	comments
	M
	The set of Comment instances related to this AlarmInformation.
	Not applicable if the related alarm has no related comments

	predictedAlarmRaisedTime
	CM
	AlarmInformation.predictedAlarmRaisedTime
	

	predictedAlarmClearedTime
	CO
	AlarmInformation.predictedAlarmClearedTime
	

	predictionProbability
	CO
	AlarmInformation.predictionProbability
	

	predictedAlarm
	CM
	AlarmInformation.predictedAlarm
	



11.2.1.1.3.3a	Parameter constraints
	Name
	Definition

	predictedAlarmRaisedTime (support qualifier)
	This parmeter shall be supported, when alarm prediction is supported.

	predictedAlarmClearedTime (support qualifier)
	This parameter should be supported, when alarm prediction is supported.

	predictionProbability (support qualifier)
	This parameter should be supported, when alarm prediction is supported.

	predictedAlarm (support qualifier)
	This parameter shall be supported, when alarm prediction is supported.
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	Exception Name
	Definition

	operation_failed
	Condition: Operation is failed
Returned Information: The output parameter status
Exit state: Entry State



	Next modification
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This notification is generated by the MnS producer when a new AlarmInformation is added to the AlarmList. The notification parameters depend on the alarmType and are different for non-security and security alarms.
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The notifyNewAlarm notification is defined by Table 11.2.1.1.4.2-1, if the alarmType is equal to  "Communications Alarm", "Processing Error Alarm", "Environmental Alarm". "Quality Of Service Alarm" or "Equipment Alarm".

Table 11.2.1.1.4.2-1: Input parameters for notifications related to non-security alarms
	Parameter Name
	S
	Matching Information/ Information Type / Legal Values
	Comment

	objectClass
	M
	MonitoredEntity.objectClass 
	The MonitoredEntity is identified by the relation-AlarmedObject-AlarmInformation of the new AlarmInformation.

	objectInstance
	M
	MonitoredEntity.objectInstance
	The MonitoredEntity is identified by the relation-AlarmedObject-AlarmInformation of the new AlarmInformation.

	notificationId
	M
	--
	

	notificationType
	M
	"notifyNewAlarm"
	

	eventTime
	M
	AlarmInformation.alarmRaisedTime
	

	systemDN
	M
	--
	

	alarmId
	M
	AlarmInformation.alarmId
	

	alarmType
	M
	AlarmInformation.alarmType
	

	probableCause
	M
	AlarmInformation.probableCause
	

	perceivedSeverity
	M
	AlarmInformation.perceivedSeverity
	

	specificProblem
	O
	AlarmInformation.specificProblem
	

	backedUpStatus
	O
	AlarmInformation.backedUpStatus
	

	backUpObject
	O
	MonitoredEntity.objectInstance
It carries the DN of the back up object.
	The object is identified by relation-BackUpObject-AlarmInformation of the new AlarmInformation.

	trendIndication
	O
	AlarmInformation.trendIndication
	

	thresholdInfo
	O
	AlarmInformation.thresholdInfo
	

	correlatedNotifications
	O
	The CorrelatedNotification instances related to this AlarmInformation.
	

	stateChangeDefinition
	O
	AlarmInformation.stateChangeDefinition 
	

	monitoredAttributes
	O
	AlarmInformation.monitoredAttributes
	

	proposedRepairActions
	O
	AlarmInformaton.proposedRepairActions
	

	additionalText
	O
	AlarmInformation.additionalText
	

	additionalInformation
	O
	AlarmInformation.additionalInformation
	

	rootCauseIndicator
	O
	AlarmInformation.rootCauseIndicator
	

	predictedAlarmRaisedTime
	CM
	AlarmInformation.predictedAlarmRaisedTime
	This parameter shall be present for predicted alarms and absent for real alarms.

	predictedAlarmClearedTime
	CO
	AlarmInformation.predictedAlarmClearedTime
	This parameter should be present for real alarms and predicted alarms.

	predictionProbability
	CO
	AlarmInformation.predictionProbability
	This parameter should be present for real alarms in case "predictedAlarmClearedTime" is present, and predicted alarms.

	predictedAlarm
	CM
	AlarmInformation.predictedAlarm
	This parameter shall be present for predicted alarms and absent for real alarms.



11.2.1.1.4.2a	Parameter constraints
	Name
	Definition

	predictedAlarmRaisedTime (support qualifier)
	This parmeter shall be supported, when alarm prediction is supported.

	predictedAlarmClearedTime (support qualifier)
	This parameter should be supported, when alarm prediction is supported.

	predictionProbability (support qualifier)
	This parameter should be supported, when alarm prediction is supported.

	predictedAlarm (support qualifier)
	This parameter shall be supported, when alarm prediction is supported.
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The notifyNewAlarm notification is defined by Table 11.2.1.1.4.2a-1, if the alarmType is equal to "Integrity Violation", "Operational Violation", "Physical Violation", "Security Service or Mechanism Violation" or "Time Domain Violation".
Table 11.2.1.1.4.2a-1: Input parameters for notifications related to security alarms
	Parameter Name
	S
	Matching Information/ Information Type / Legal Values
	Comment

	objectClass
	M
	MonitoredEntity.objectClass 
	The MonitoredEntity is identified by the relation-AlarmedObject-AlarmInformation of the new AlarmInformation.

	objectInstance
	M
	MonitoredEntity.objectInstance
	The MonitoredEntity is identified by the relation-AlarmedObject-AlarmInformation of the new AlarmInformation.

	notificationId
	M
	--
	

	notificationType
	M
	"notifyNewAlarm"
	

	eventTime
	M
	AlarmInformation.alarmRaisedTime
	

	systemDN
	M
	--
	

	alarmId
	M
	AlarmInformation.alarmId
	

	alarmType
	M
	AlarmInformation.alarmType
	

	probableCause
	M
	AlarmInformation.probableCause
	

	perceivedSeverity
	M
	AlarmInformation.perceivedSeverity
	

	correlatedNotifications
	O
	The set of CorrelatedNotification related to this AlarmInformation.
	

	additionalText
	O
	AlarmInformation.additionalText
	

	additionalInformation
	O
	AlarmInformation.additionalInformation
	

	rootCauseIndicator
	O
	AlarmIngormation.rootCauseIndicator
	

	serviceUser
	M
	AlarmInformation.securityServiceUser
	This may contain no information if the identify of the service-user (requesting the service) is not known.

	serviceProvider
	M
	AlarmInformation.securityServiceProvider
	This shall always identify the service-provider receiving a service request, from serviceUser, that provokes the security alarm. 

	securityAlarmDetector
	M
	AlarmInformation.securityAlarmDetector
	This may contain no information if the detector of the security alarm is the serviceProvider.
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noMatchedAlarm.
	Assertion Name
	Definition

	noMatchedAlarm
	AlarmList does not contain an AlarmInformation that has the following properties:
Its matching-criteria-attributes values are identical to that of the newly generated network alarm and it is involved in relation-AlarmObject-AlarmInformation with the same MonitoredEntity as the one identified by the newly generated network alarm.
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newAlarmInAlarmList.
	Assertion Name
	Definition

	newAlarmInAlarmList
	AlarmList contains an AlarmInformation holding information conveyed by the newly generated network alarm. This AlarmInformation is involved in relation-AlarmObject-AlarmInformation with the same MonitoredEntity as the one identified by the newly generated network alarm. 

The following attributes of the AlarmInformation shall be populated with information in the newly generated alarm:
notificationId, alarmRaisedTime, alarmId, alarmType, , probableCause, perceivedSeverity.

The following attributes of the same AlarmInformation shall be populated with information of the newly generated alarm if the information is present (in the newly generated alarm) and if the attribute is supported:
specificProblem, backedUpStatus, trendIndication, thresholdInfo, stateChangeDefinition, monitoredAttributes, proposedRepairActions, additionalText, additionalInformation.



	Next modification
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This notification is generated by the MnS producer when the perceivedSeverity of an existing AlarmInformation changes (except to the value "CLEARED").
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	Parameter Name
	S
	Matching Information/ Information Type / Legal Values
	Comment

	objectClass
	M
	MonitoredEntity.objectClass 
	The MonitoredEntity is identified by the relation-AlarmedObject-AlarmInformation. 

	objectInstance
	M
	MonitoredEntity.objectInstance
	The MonitoredEntity is identified by the relation-AlarmedObject-AlarmInformation. 

	notificationId
	M
	--
	

	notificationType
	M
	"notifyChangedAlarm"
	

	eventTime
	M
	AlarmInformation.alarmChangedTime
	

	systemDN
	M
	--
	

	alarmId
	M
	AlarmInformation.alarmId
	

	alarmType
	M
	AlarmInformation.alarmType
	

	probableCause
	M
	AlarmInformation.probableCause
	

	perceivedSeverity
	M
	AlarmInformation.perceivedSeverity
	

	predictedAlarm
	CM
	AlarmInformation.predictedAlarm
	This parameter shall be present for predicted alarms and absent for real alarms.



11.2.1.1.5.2a	Parameter constraints
	Name
	Definition

	predictedAlarm (support qualifier)
	This parameter shall be supported, when alarm prediction is supported.
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alarmMatched AND alarmNotCleared AND alarmChanged.
	Assertion Name
	Definition

	alarmMatched
	The matching-criteria-attributes of the newly generated network alarm has values that are identical (matches) with ones in one AlarmInformation in AlarmList. 

	alarmNotCleared
	The perceivedSeverity of the newly generated network alarm is not Cleared.

	alarmChanged
	The perceivedSeverity of the newly generated network alarm and of the matched AlarmInformation are different. 
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informationUpdate.
	Assertion Name
	Definition

	informationUpdate
	The AlarmInformation identified in alarmMatched in from-state has been updated according to the following rules: 
- notificationId is updated;
- alarmChangedTime is updated;
- perceivedSeverity is updated;
- ackTime, ackUserId and ackSystemId are updated to contain no information;
- ackState is updated to "unacknowledged";



	Next modification
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[bookmark: _Toc20494470][bookmark: _Toc26975497][bookmark: _Toc35856370][bookmark: _Toc44001226][bookmark: _Toc51580825][bookmark: _Toc52356088][bookmark: _Toc55227658][bookmark: _Toc90024550]11.2.1.2.4.1	Definition
This notification is generated by the MnS producer when the perceivedSeverity of an existing AlarmInformation changes to "CLEARED".
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	Parameter Name
	S
	Matching Information/ Information Type / Legal Values
	Comment

	objectClass
	M
	MonitoredEntity.objectClass 
	

	objectInstance
	M
	MonitoredEntity.objectInstance 
	

	notificationId
	M
	--
	

	notificationType
	M
	"notifyClearedAlarm"
	

	eventTime
	M
	AlarmInformation.alarmClearedTime
	

	systemDN	
	M
	--
	

	alarmId
	M
	AlarmInformation.alarmId
	

	alarmType
	M
	AlarmInformation.alarmType
	

	probableCause
	M
	AlarmInformation.probablaCause
	

	perceivedSeverity
	M
	AlarmInformation.perceivedSeverity
	Value shall be "CLEARED"

	correlatedNotifications
	O
	The CorrelatedNotification instances related to this AlarmInformation.
	This parameter contains references to other AlarmInformation instances whose perceivedSeverity levels are cleared as well. In this way, the perceivedSeverity level of multiple AlarmInformation instances can be cleared by one notification.

	clearUserId
	O
	AlarmInformation.clearUserId
	This parameter shall be present and contain valid information if the AlarmInformation is cleared by a clearAlarms operation request.

	clearSystemId
	O
	AlarmInformation.clearSystemId
	This parameter is present if clearUserId is present and if AlarmInformation.clearSystemId contains valid information.

	predictedAlarm
	CM
	AlarmInformation.predictedAlarm
	This parameter shall be present for predicted alarms and absent for real alarms.



11.2.1.2.4.2a	Parameter constraints
	Name
	Definition

	predictedAlarm (support qualifier)
	This parameter shall be supported, when alarm prediction is supported.



[bookmark: _Toc20494472][bookmark: _Toc26975499][bookmark: _Toc35856372][bookmark: _Toc44001228][bookmark: _Toc51580827][bookmark: _Toc52356090][bookmark: _Toc55227660][bookmark: _Toc90024552]11.2.1.2.4.3	Triggering event
[bookmark: _Toc20494473][bookmark: _Toc26975500][bookmark: _Toc35856373][bookmark: _Toc44001229][bookmark: _Toc51580828][bookmark: _Toc52356091][bookmark: _Toc55227661][bookmark: _Toc90024553]11.2.1.2.4.3.1	From-state
alarmMatchedAndCleared OR clearedByProvider.
	Assertion Name
	Definition

	alarmMatchedAndCleared
	The matching-criteria-attributes of the newly generated network alarm have values that are identical (matched) with ones in one AlarmInformation in AlarmList and the perceivedSeverity of the matched AlarmInformation is not Cleared
AND
The perceivedSeverity of the newly generated network alarm is cleared.

	clearedByProvider
	Reception of a valid clearAlarms operation that identifies the subject AlarmInformation instances. This triggering event shall occur regardless of the perceivedSeverity state of the identified AlarmInformation instances.



[bookmark: _Toc20494474][bookmark: _Toc26975501][bookmark: _Toc35856374][bookmark: _Toc44001230][bookmark: _Toc51580829][bookmark: _Toc52356092][bookmark: _Toc55227662][bookmark: _Toc90024554]11.2.1.2.4.3.2	To-state
alarmInformationCleared_1 OR alarmInformationCleared_2.
	Assertion Name
	Definition

	alarmInformationCleared_1
	Case if From-state is alarmMatchedAndCleared:
The following attributes of the subject AlarmInformation are updated:
notificationId, perceivedSeverity (updated to Cleared), alarmClearedTime.

	alarmInformationCleared_2
	Case if From-state is clearedByProvider:
The following attributes of the subject AlarmInformation are updated:
notificationId, alarmClearedTime, perceivedSeverity (updated to CLEARED), alarmClearedUserId, alarmClearedSystemId.



	Next modification



[bookmark: _Toc20494475][bookmark: _Toc26975502][bookmark: _Toc35856375][bookmark: _Toc44001231][bookmark: _Toc51580830][bookmark: _Toc52356093][bookmark: _Toc55227663][bookmark: _Toc90024555]11.2.1.2.5	notifyAckStateChanged
[bookmark: _Toc20494476][bookmark: _Toc26975503][bookmark: _Toc35856376][bookmark: _Toc44001232][bookmark: _Toc51580831][bookmark: _Toc52356094][bookmark: _Toc55227664][bookmark: _Toc90024556]11.2.1.2.5.1	Definition
This notification is generated by the MnS producer when a the acknowledgement state of an alarm changes from "UNACKNOWLEDGED" to "ACKNOWLEDGED" or back from "ACKNOWLEDGED" to "UNACKNOWLEDGED".
[bookmark: _Toc20494477][bookmark: _Toc26975504][bookmark: _Toc35856377][bookmark: _Toc44001233][bookmark: _Toc51580832][bookmark: _Toc52356095][bookmark: _Toc55227665][bookmark: _Toc90024557]11.2.1.2.5.2	Input parameters
	Parameter Name
	S
	Matching Information/ Information Type / Legal Values
	Comment

	objectClass
	M
	MonitoredEntity.objectClass
	

	objectInstance
	M
	MonitoredEntity.objectInstance
	

	notificationId
	M
	--
	

	notificationType
	M
	"notifyAckStateChanged"
	

	eventTime
	M
	AlarmInformation.ackTime
	

	systemDN	
	M
	--
	

	alarmId
	M
	AlarmInformation.alarmId
	

	alarmType
	M
	AlarmInformation.alarmType
	

	probableCause
	M
	AlarmInformation.probableCause
	

	perceivedSeverity
	M
	AlarmInformation.perceivedSeverity
	

	ackState
	M
	AlarmInformation.ackState
	

	ackUserId
	M
	AlarmInformation.ackUserId
	The identifier of the user who acknowledged or unacknowledged the alarm.

	ackSystemId
	O
	AlarmInformation.ackSystemId
	The identifier of the system where the acknowledgement or unacknowledgement request was originated.

	predictedAlarm
	CM
	AlarmInformation.predictedAlarm
	This parameter shall be present for predicted alarms and absent for real alarms.



11.2.1.2.4.2a	Parameter constraints
	Name
	Definition

	predictedAlarm (support qualifier)
	This attribute shall be supported, when alarm prediction is supported.



[bookmark: _Toc20494478][bookmark: _Toc26975505][bookmark: _Toc35856378][bookmark: _Toc44001234][bookmark: _Toc51580833][bookmark: _Toc52356096][bookmark: _Toc55227666][bookmark: _Toc90024558]11.2.1.2.5.3	Triggering event
[bookmark: _Toc20494479][bookmark: _Toc26975506][bookmark: _Toc35856379][bookmark: _Toc44001235][bookmark: _Toc51580834][bookmark: _Toc52356097][bookmark: _Toc55227667][bookmark: _Toc90024559]11.2.1.2.5.3.1	From-state
ackedByConsumer OR ackedByProvider AND alarmInformationExists.
	Assertion Name
	Definition

	ackedByConsumer
	Reception of an acknowledgeAlarms operation and a subsequent operation success return. 

	ackedByProvider
	Reception of a local (non-standard) acknowlegeAlarms equivalent operation and a subsequent operation success return.

	alarmInformationExists
	The AlarmInformation exists in AlarmList.



[bookmark: _Toc20494480][bookmark: _Toc26975507][bookmark: _Toc35856380][bookmark: _Toc44001236][bookmark: _Toc51580835][bookmark: _Toc52356098][bookmark: _Toc55227668][bookmark: _Toc90024560]11.2.1.2.5.3.2	To-state
alarmAckStateHasChanged.
	Assertion Name
	Definition

	alarmAckStateHasChanged
	The AlarmInformation.ackState of the AlarmInformation identified by from-state assertion alarmInformationExists have been updated. Specifically, the following attributes of the subject AlarmInformation are updated:
-- notificationId, ackTime, ackUserId, ackState, ackSystemId.



	Next modification



[bookmark: _Toc26975508][bookmark: _Toc35856381][bookmark: _Toc44001237][bookmark: _Toc51580836][bookmark: _Toc52356099][bookmark: _Toc55227669][bookmark: _Toc90024561]11.2.1.2.6	notifyComments
[bookmark: _Toc26975509][bookmark: _Toc35856382][bookmark: _Toc44001238][bookmark: _Toc51580837][bookmark: _Toc52356100][bookmark: _Toc55227670][bookmark: _Toc90024562]11.2.1.2.6.1	Definition
This notification is generated by the MnS producer when a Comment instance is added to an AlarmInformation instance in the AlarmList.
A MnS producer shall support this notification if it supports the operation setComment.
[bookmark: _Toc26975510][bookmark: _Toc35856383][bookmark: _Toc44001239][bookmark: _Toc51580838][bookmark: _Toc52356101][bookmark: _Toc55227671][bookmark: _Toc90024563]11.2.1.2.6.2	Input parameters
	Parameter Name
	S
	Matching Information/ Information Type / Legal Values
	Comment

	objectClass
	M
	MonitoredEntity.objectClass
	

	objectInstance
	M
	MonitoredEntity.objectInstance
	

	notificationId
	M
	--
	

	notificationType
	M
	"notifyComments"
	

	eventTime
	M
	Comment.commentTime
	

	systemDN
	M
	--
	

	alarmId
	M
	AlarmInformation.alarmId
	

	alarmType
	M
	AlarmInformation.alarmType
	

	probableCause
	M
	AlarmInformation.probableCause
	

	perceived Severity
	M
	AlarmInformation.perceivedSeverity
	

	comments
	M
	The Comment instances related to this AlarmInformation.
	

	predictedAlarm
	CM
	AlarmInformation.predictedAlarm
	This parameter shall be present for predicted alarms and absent for real alarms.



11.2.1.2.6.2a	Parameter constraints
	Name
	Definition

	predictedAlarm (support qualifier)
	This attribute shall be supported, when alarm prediction is supported.



[bookmark: _Toc26975511][bookmark: _Toc35856384][bookmark: _Toc44001240][bookmark: _Toc51580839][bookmark: _Toc52356102][bookmark: _Toc55227672][bookmark: _Toc90024564]11.2.1.2.6.3	Trigger event
[bookmark: _Toc26975512][bookmark: _Toc35856385][bookmark: _Toc44001241][bookmark: _Toc51580840][bookmark: _Toc52356103][bookmark: _Toc55227673][bookmark: _Toc90024565]11.2.1.2.6.3.1	From-state
commentedByServiceprovider OR commentedByServiceprovider AND alarmInformationExists.
	Assertion Name
	Definition

	[bookmark: _Hlk19198830]commentedByServiceprovider
	Reception of a setComment operation and a subsequent operation success return. 

	commentedByServiceprovider
	Reception of a local (non-standard) setComment equivalent operation and a subsequent operation success return.

	alarmInformationExists
	The AlarmInformation is in AlarmList.



[bookmark: _Toc26975513][bookmark: _Toc35856386][bookmark: _Toc44001242][bookmark: _Toc51580841][bookmark: _Toc52356104][bookmark: _Toc55227674][bookmark: _Toc90024566]11.2.1.2.6.3.2	To-state
commentInserted.
	Assertion Name
	Definition

	commentInserted
	One Comment has been created and it is involved in a relationship with the AlarmInformation identified by from-state assertion alarmInformationExists. The following attributes of the newly created Comment instance shall be populated:

commentTime, commentText, commentUserId and commentSystemId.


[bookmark: _Toc26975514][bookmark: _Toc35856387][bookmark: _Toc44001243][bookmark: _Toc51580842][bookmark: _Toc52356105][bookmark: _Toc55227675]
	Next modification



[bookmark: _Toc26975520][bookmark: _Toc35856393][bookmark: _Toc44001249][bookmark: _Toc51580848][bookmark: _Toc52356111][bookmark: _Toc55227681][bookmark: _Toc90024573]11.2.1.2.8	notifyChangedAlarmGeneral
[bookmark: _Toc26975521][bookmark: _Toc35856394][bookmark: _Toc44001250][bookmark: _Toc51580849][bookmark: _Toc52356112][bookmark: _Toc55227682][bookmark: _Toc90024574]11.2.1.2.8.1	Definition
This notification is generated by the MnS producer when one or more of the following attributes of an AlarmInformation instance in the AlarmList changes its value: perceivedSeverity, backedUpStatus, backUpObject, trendIndication, thresholdInfo, stateChangeDefinition, monitoredAttributes, proposedRepairActions, additionalText, additionalInformation, serviceUser, serviceProvider, or securityAlarmDetector, predictedAlarmClearedTime, predictedAlarmRaisedTime, predictionProbability, predictedAlarm. From the attributes listed above, only those that changed value shall be included in the notification.
This notification shall be emitted when a predicted alarm becomes a real alarm. The "predictedAlarm" attribute shall be contained in the " changedAlarmAttributes" parameter and be equal to "FALSE".
The notification parameters depend on the alarmType and are different for non-security and security alarms. 
[bookmark: _Toc26975522][bookmark: _Toc35856395][bookmark: _Toc44001251][bookmark: _Toc51580850][bookmark: _Toc52356113][bookmark: _Toc55227683][bookmark: _Toc90024575]11.2.1.2.8.2	Input parameters for notifications related to non-security alarms
The notifyChangedAlarmGeneral notification is defined by Table 11.2.1.2.8.2-1, if the alarmType is equal to "Communications Alarm", "Processing Error Alarm", "Environmental Alarm",, "Quality Of Service Alarm" or "Equipment Alarm".
Table 11.2.1.2.8.2-1: Input parameters for notifications related to non-security alarms
	Parameter Name
	S
	Matching Information/ Information Type / Legal Values
	Comment

	objectClass
	M
	MonitoredEntity.objectClass 
	

	objectInstance
	M
	MonitoredEntity.objectInstance 
	

	notificationId
	M
	-- 
	

	notificationType
	M
	"notifyChangedAlarmGeneral"
	

	eventTime
	M
	AlarmInformation.alarmChangedTime
	

	systemDN
	M
	--
	

	alarmId
	M
	AlarmInformation.alarmId
	

	alarmType
	M
	AlarmInformation.alarmType
	

	probableCause
	O
	AlarmInformation.probableCause
	

	specificProblem
	O
	AlarmInformation.specificProblem
	

	perceivedSeverity
	O
	AlarmInformation.perceivedSeverity
	

	backedUpStatus
	O
	AlarmInformation.backedUpStatus
	

	backUpObject
	O
	MonitoredEntity.objectInstance 
	The DN of the back up object. The object is identified by relation-BackUpObject-AlarmInformation of the new AlarmInformation.

	trendIndication
	O
	AlarmInformation.trendIndication
	

	thresholdInfo
	O
	AlarmInformation.thresholdInfo
	

	correlatedNotifications
	O
	Set of CorrelatedNotification related to this AlarmInformation.
	

	stateChangeDefinition
	O
	AlarmInformation.stateChange 
	

	monitoredAttributes
	O
	AlarmInformation.monitoredAttributes
	

	proposedRepairActions
	O
	AlarmInformaton.proposedRepairActions
	

	additionalText
	O
	AlarmInformation.additionalText
	

	additionalInformation
	O
	AlarmInformation.additionalInformation
	

	rootCauseIndicator
	O
	alarmInformation.rootCauseIndicator
	

	changedAlarmAttributes
	O
	LIST OF SEQUENCE <AttributeName, OldAttributeValue>
	The changed alarm attributes (name/value pairs) (with old values).



[bookmark: _Toc26975523][bookmark: _Toc35856396][bookmark: _Toc44001252][bookmark: _Toc51580851][bookmark: _Toc52356114][bookmark: _Toc55227684][bookmark: _Toc90024576]11.2.1.2.8.3	Input parameters for notifications related to security alarm
The notifyChangedAlarmGeneral notification is defined by Table 11.2.1.1.4.2a-1, if the alarmType is equal to "Integrity Violation", "Operational Violation", "Physical Violation", "Security Service or Mechanism Violation" or "Time Domain Violation".
Table 11.2.1.2.8.3-1: Input parameters for notifications related to security alarms
	Parameter Name
	S
	Matching Information/ Information Type / Legal Values
	Comment

	objectClass
	M
	MonitoredEntity.objectClass 
	

	objectInstance
	M
	MonitoredEntity.objectInstance
	

	notificationId
	M
	--
	

	notificationType
	M
	"notifyChangedAlarmGeneral".
	

	eventTime
	M
	AlarmInformation.alarmChangedTime
	

	systemDN
	M
	-- 
	

	alarmId
	M
	AlarmInformation.alarmId
	

	alarmType
	M
	AlarmInformation.alarmType
	

	probableCause
	O
	AlarmInformation.probableCause
	

	perceivedSeverity
	O
	AlarmInformation.perceivedSeverity
	

	correlatedNotifications
	O
	Set of CorrelatedNotification related to this AlarmInformation.
	

	additionalText
	O
	AlarmInformation.additionalText
	

	additionalInformation
	O
	AlarmInformation.additionalInformation
	

	rootCauseIndicator
	O
	alarmInformation.rootCauseIndicator
	

	serviceUser
	M
	AlarmInformation.serviceUser
	This may contain no information if the identify of the service-user (requesting the service) is not known.

	serviceProvider
	M
	AlarmInformation.serviceProvider
	This shall always identify the service-provider receiving a service request, from serviceUser, that provokes the security alarm. 

	securityAlarmDetector
	M
	AlarmInformation.securityAlarmDetector
	This may contain no information if the detector of the security alarm is the serviceProvider.

	changedAlarmAttributes
	O
	LIST OF SEQUENCE <AttributeName, OldAttributeValue>
	The changed alarm attributes (name/value pairs) (with old values).



[bookmark: _Toc26975524][bookmark: _Toc35856397][bookmark: _Toc44001253][bookmark: _Toc51580852][bookmark: _Toc52356115][bookmark: _Toc55227685][bookmark: _Toc90024577]11.2.1.2.8.4	Trigger event
[bookmark: _Toc26975525][bookmark: _Toc35856398][bookmark: _Toc44001254][bookmark: _Toc51580853][bookmark: _Toc52356116][bookmark: _Toc55227686][bookmark: _Toc90024578]11.2.1.2.8.4.1	From-state
alarmMatched AND alarmNotCleared AND alarmChanged.
	Assertion Name
	Definition

	alarmMatched
	The matching-criteria-attributes of the newly generated network alarm has values that are identical (matches) with ones in one AlarmInformation in AlarmList. 

	alarmChanged
	One or more of perceivedSeverity, backedUpStatus, backUpObject, trendIndication, thresholdInfo, stateChangeDefinition, monitoredAttributes, proposedRepairActions, additionalText, additionalInformation, serviceUser, serviceProvider or securityAlarmDetector of the newly generated network alarm and of the matched AlarmInformation are different. 



11.2.1.2.8.4.2	To-state
informationUpdate.
	Assertion Name
	Definition

	informationUpdate
	The AlarmInformation identified in alarmMatched in from-state has been updated according to the following rules: perceivedSeverity, backedUpStatus, backUpObject, trendIndication, thresholdInfo, stateChangeDefinition, monitoredAttributes, proposedRepairActions, additionalText, additionalInformation, serviceUser, serviceProvider or securityAlarmDetector is updated;
notificationId is updated;
alarmChangedTime is updated;
ackTime, ackUserId and ackSystemId are updated to contain no information;
ackState is updated to "unacknowledged";



	Next modification



[bookmark: _Toc20494481][bookmark: _Toc26975526][bookmark: _Toc35856399][bookmark: _Toc44001255][bookmark: _Toc51580854][bookmark: _Toc52356117][bookmark: _Toc55227687][bookmark: _Toc90024579]11.2.2	Managed information
[bookmark: _Toc20494482][bookmark: _Toc26975527][bookmark: _Toc35856400][bookmark: _Toc44001256][bookmark: _Toc51580855][bookmark: _Toc52356118][bookmark: _Toc55227688][bookmark: _Toc90024580]11.2.2.1	Alarm information, alarm state change and Information Object Classes
[bookmark: _Toc20494483][bookmark: _Toc26975528][bookmark: _Toc35856401][bookmark: _Toc44001257][bookmark: _Toc51580856][bookmark: _Toc52356119][bookmark: _Toc55227689][bookmark: _Toc90024581]11.2.2.1.1	Imported information entities and local labels
None.
[bookmark: _Toc20494484][bookmark: _Toc26975529][bookmark: _Toc35856402][bookmark: _Toc44001258][bookmark: _Toc51580857][bookmark: _Toc52356120][bookmark: _Toc55227690][bookmark: _Toc90024582]11.2.2.1.2	Class diagram
[bookmark: _Toc20494485][bookmark: _Toc26975530][bookmark: _Toc35856403][bookmark: _Toc44001259][bookmark: _Toc51580858][bookmark: _Toc52356121][bookmark: _Toc55227691][bookmark: _Toc90024583]11.2.2.1.2.1	Introduction
This clause introduces the fault supervision related classes (i.e. IOCs, SupportIOCs). The intent is to identify the information required for the Fault management service implementation of its operations and notification emission. This clause provides the overview of all support object classes in UML. Subsequent clauses provide more detailed specification of various aspects of these support object classes.
[bookmark: _Toc20494486][bookmark: _Toc26975531][bookmark: _Toc35856404][bookmark: _Toc44001260][bookmark: _Toc51580859][bookmark: _Toc52356122][bookmark: _Toc55227692][bookmark: _Toc90024584]11.2.2.1.2.2	Attributes and relationships


[bookmark: _Toc20494487][bookmark: _Toc26975532][bookmark: _Toc35856405][bookmark: _Toc44001261][bookmark: _Toc51580860][bookmark: _Toc52356123][bookmark: _Toc55227693][bookmark: _Toc90024585]11.2.2.1.3	Information Object Class Definitions
[bookmark: _Toc20494488][bookmark: _Toc26975533][bookmark: _Toc35856406][bookmark: _Toc44001262][bookmark: _Toc51580861][bookmark: _Toc52356124][bookmark: _Toc55227694][bookmark: _Toc90024586]11.2.2.1.3.1	AlarmInformation
[bookmark: _Toc20494489][bookmark: _Toc26975534][bookmark: _Toc35856407][bookmark: _Toc44001263][bookmark: _Toc51580862][bookmark: _Toc52356125][bookmark: _Toc55227695][bookmark: _Toc90024587]11.2.2.1.3.1.1	Definition
AlarmInformation contains information about alarm conditions of an alarmed MonitoredEntity.
A MnS producer is related to at most one AlarmList. The MnS producer assigns an identifier, called alarmId, to each AlarmInformation in the AlarmList. An alarmId unambiguously identifies one AlarmInformation in the AlarmList. 

[bookmark: _Toc20494490][bookmark: _Toc26975535][bookmark: _Toc35856408][bookmark: _Toc44001264][bookmark: _Toc51580863][bookmark: _Toc52356126][bookmark: _Toc55227696][bookmark: _Toc90024588]11.2.2.1.3.1.2	Attribute
	Attribute name
	S

	alarmId
	M

	objectClass/objectInstance (attribute related to role)
	M

	notificationId 
	M

	alarmRaisedTime
	M

	alarmChangedTime
	O

	alarmClearedTime
	M

	alarmType
	M

	probableCause
	M

	specificProblem
	O

	perceivedSeverity
	M

	backedUpStatus
	O

	backUpObject (attribute related to role)
	O

	trendIndication
	O

	thresholdInfo
	O

	correlatedNotifications (attribute related to role)
	O

	stateChangeDefinition
	O

	monitoredAttributes
	O

	proposedRepairActions
	O

	additionalText
	O

	additionalInformation
	O(see note 3)

	rootCauseIndicator
	O

	ackTime
	M

	ackUserId
	M

	ackSystemId
	O

	ackState
	M

	clearUserId
	O (see note 1)

	clearSystemId
	O (see note 1)

	serviceUser
	O (see note 2)

	serviceProvider
	O (see note 2)

	securityAlarmDetector
	O (see note 2)

	predictedAlarmRaisedTime
	CM

	predictedAlarmClearedTime
	CO

	predictionProbability
	CO

	predictedAlarm
	CM

	NOTE 1:	These attributes and qualifiers are applicable only if the management service producer supports clearAlarms() (they are absent if clearAlarms() is not supported).
NOTE 2:	These attributes are supported if the management service producer emits notifyNewAlarm that carries security alarm information.
NOTE 3:	This attribute is optionally populated whenever vendor specific attributes are needed.



11.2.2.1.3.1.2	Attribute cobstraints
	Name
	Definition

	predictedAlarmRaisedTime (support qualifier)
	This attribute shall be supported, when alarm prediction is supported.

	predictedAlarmClearedTime (support qualifier)
	This attribute should be supported, when alarm prediction is supported.

	predictionProbability (support qualifier)
	This attribute should be supported, when alarm prediction is supported.

	predictedAlarm (support qualifier)
	This attribute shall be supported, when alarm prediction is supported.



[bookmark: _Toc20494491][bookmark: _Toc26975536][bookmark: _Toc35856409][bookmark: _Toc44001265][bookmark: _Toc51580864][bookmark: _Toc52356127][bookmark: _Toc55227697][bookmark: _Toc90024589]11.2.2.1.3.1.3	State diagram
Alarms have states. The alarm state information is captured in AlarmInformation in AlarmList.
The solid circle icon represents the Start State. The double circle icon represents the End State. In this state, the alarm is Cleared and acknowledged. The AlarmInformation shall not be accessible via the Service interface and is removed from the AlarmList.
Note the state diagram uses "“ X / Y ^ Z "“ to label the arc that indicates state transition. The meanings of X, Y and Z are: 
-	X identifies the triggering event;
-	Y identifies the action of FaultSupervision MnS producer because of the triggering event;
-	Z is the notification to be emitted by FaultSupervision MnS producer because of the triggering event.
Note that acknowledgeAlarm^notifyAckStateChanged and the unacknowledgeAlarm^notifyAckStateChanged refer to cases when the request of the management service consumer is successful for the AlarmInformation concerned. They do not refer to the cases when the request is a failure since in the failure cases, no state transition would occur.
Note that, to reduce cluttering to the diagram, the setComment^notifyComment is not included in the figure . One transition should be applied from unack&unclear to itself. Similarly, another transition should be applied from ack&unclear to itself. Another one is from unack&clear to itself.
"“PS"” used in the state diagram stands for "“perceived severity"”. 
Figure 11.2.2.1.3.1.3-1 is used if it supports ^notifyChangedAlarm and Figure 11.2.2.1.3.1.3-2 is used if it does not support ^notifyChangedAlarm.
[image: Figure A]
Figure 11.2.2.1.3.1.3-1 notifyChangedAlarm supported

[image: Figure B]
[bookmark: _Hlk99531383]Figure 11.2.2.1.3.1.3-2 notifyChangedAlarm not supported
[bookmark: _Toc20494492][bookmark: _Toc26975537][bookmark: _Toc35856410][bookmark: _Toc44001266][bookmark: _Toc51580865][bookmark: _Toc52356128][bookmark: _Toc55227698][bookmark: _Toc90024590]Predicted alarms obey the same states and state transitions as depicted in Figure 11.2.2.1.3.1.3-1 and Figure 11.2.2.1.3.1.3-2. Additionally and independent from these states, predicted alarms may experience a state transition from a predicted alarm ("predictedAlarm=TRUE") to a real alarm ("predictedAlarm=FALSE") as depicted by Figure 11.2.2.1.3.1.3-3.
[image: ]
Figure 11.2.2.1.3.1.3-3 Additional state transitions of predicted alarms
Note: "expectedAlarmFlag" needs to be changed to "pedictedAlarm" in the figure above.
11.2.2.1.3.2	AlarmList
[bookmark: _Toc20494493][bookmark: _Toc26975538][bookmark: _Toc35856411][bookmark: _Toc44001267][bookmark: _Toc51580866][bookmark: _Toc52356129][bookmark: _Toc55227699][bookmark: _Toc90024591]11.2.2.1.3.2.1	Definition
The MnS producer maintains an AlarmList that contains currently active alarms (i.e. AlarmInformation whose perceivedSeverity is not Cleared) and alarms that are Cleared but not yet acknowledged. 
[bookmark: _Toc20494494][bookmark: _Toc26975539][bookmark: _Toc35856412][bookmark: _Toc44001268][bookmark: _Toc51580867][bookmark: _Toc52356130][bookmark: _Toc55227700][bookmark: _Toc90024592]11.2.2.1.3.2.2	Attribute
There is no additional attribute defined for this class besides those inherited.
[bookmark: _Toc20494495][bookmark: _Toc26975540][bookmark: _Toc35856413][bookmark: _Toc44001269][bookmark: _Toc51580868][bookmark: _Toc52356131][bookmark: _Toc55227701][bookmark: _Toc90024593]11.2.2.1.3.3	FSMnSProducer
[bookmark: _Toc20494496][bookmark: _Toc26975541][bookmark: _Toc35856414][bookmark: _Toc44001270][bookmark: _Toc51580869][bookmark: _Toc52356132][bookmark: _Toc55227702][bookmark: _Toc90024594]11.2.2.1.3.3.1	Definition
FSMnSProducer is the representation of the entity who provides the fault supervision management service(s) and contains the AlarmList. 
[bookmark: _Toc20494497][bookmark: _Toc26975542][bookmark: _Toc35856415][bookmark: _Toc44001271][bookmark: _Toc51580870][bookmark: _Toc52356133][bookmark: _Toc55227703][bookmark: _Toc90024595]11.2.2.1.3.3.2	Attribute
There is no additional attribute defined for this class besides those inherited.
[bookmark: _Toc20494498][bookmark: _Toc26975543][bookmark: _Toc35856416][bookmark: _Toc44001272][bookmark: _Toc51580871][bookmark: _Toc52356134][bookmark: _Toc55227704][bookmark: _Toc90024596]11.2.2.1.3.3.3	Notification Table
	Name
	S
	Notes

	notifyAlarmListRebuilt
	M
	

	notifyPotentialFaultyAlarmList
	O
	.



[bookmark: _Toc20494499][bookmark: _Toc26975544][bookmark: _Toc35856417][bookmark: _Toc44001273][bookmark: _Toc51580872][bookmark: _Toc52356135][bookmark: _Toc55227705][bookmark: _Toc90024597]11.2.2.1.3.4	Comment
[bookmark: _Toc20494500][bookmark: _Toc26975545][bookmark: _Toc35856418][bookmark: _Toc44001274][bookmark: _Toc51580873][bookmark: _Toc52356136][bookmark: _Toc55227706][bookmark: _Toc90024598]11.2.2.1.3.4.1	Definition
Comment contains commentary and associated information such as the time when the commentary is made. 
[bookmark: _Toc20494501][bookmark: _Toc26975546][bookmark: _Toc35856419][bookmark: _Toc44001275][bookmark: _Toc51580874][bookmark: _Toc52356137][bookmark: _Toc55227707][bookmark: _Toc90024599]11.2.2.1.3.4.2	Attribute
	Attribute Name
	S

	commentTime
	M

	commentUserId
	M

	commentSystemId
	O

	commentText
	M



[bookmark: _Toc20494502][bookmark: _Toc26975547][bookmark: _Toc35856420][bookmark: _Toc44001276][bookmark: _Toc51580875][bookmark: _Toc52356138][bookmark: _Toc55227708][bookmark: _Toc90024600]11.2.2.1.3.5	CorrelatedNotification
[bookmark: _Toc20494503][bookmark: _Toc26975548][bookmark: _Toc35856421][bookmark: _Toc44001277][bookmark: _Toc51580876][bookmark: _Toc52356139][bookmark: _Toc55227709][bookmark: _Toc90024601]11.2.2.1.3.5.1	Definition
The sourceObjectInstance attribute of CorrelatedNotification identifies one MonitoredEntity. For the MonitoredEntity identified, a set of notification identifiers is also identified. One or more CorrelatedNotification instances can be related to an AlarmInformation. In this case, the information of the AlarmInformation is said to be correlated to information carried in the notifications identified by the CorrelatedNotification instances. See further definition of correlated notification in ITU-T Recommendation X.733 [4], clause 8.1.2.9.
The notification identified by the CorrelatedNotification, as defined in ITU-T and used here, can carry all types of information and is not restricted to carrying alarm information only. For example, a notification, identified by the CorrelatedNotification, can indicate a managed instance attribute value change. In this case, the information of the AlarmInformation is said to be correlated to the managed instance attribute value change event.
The meaning of correlation is dependent on the type of notification itself. See the comment column of the correlatedNotification input parameter for each type of notification, such as notifyNewAlarm.
Notification carries AlarmInformation. The AlarmInformation instances referred to by the correlatedNotification may or may not exist in the AlarmList. For example, the AlarmInformation carried by the identified notification may have been acknowledged and Cleared and therefore, no longer exist in the AlarmList.
[bookmark: _Toc20494504][bookmark: _Toc26975549][bookmark: _Toc35856422][bookmark: _Toc44001278][bookmark: _Toc51580877][bookmark: _Toc52356140][bookmark: _Toc55227710][bookmark: _Toc90024602]11.2.2.1.3.5.2	Attribute
	Attribute Name
	S

	sourceObjectInstance
	M

	notificationIdSet
	M



[bookmark: _Toc20494505][bookmark: _Toc26975550][bookmark: _Toc35856423][bookmark: _Toc44001279][bookmark: _Toc51580878][bookmark: _Toc52356141][bookmark: _Toc55227711][bookmark: _Toc90024603]11.2.2.1.3.6	MonitoredEntity
[bookmark: _Toc20494506][bookmark: _Toc26975551][bookmark: _Toc35856424][bookmark: _Toc44001280][bookmark: _Toc51580879][bookmark: _Toc52356142][bookmark: _Toc55227712][bookmark: _Toc90024604]11.2.2.1.3.6.1	Definition
It represents classes that can have an alarmed state. The types of classes that can have alarmed state are:
a) 	All classes whose Notification Tables include alarm notifications. 
b) 	VSE subclass of 3GPP defined classes and VSE defined classes that can have alarmed state. 
The objectClass and objectInstance of this class identifies an instance of this class. The AlarmInformation uses this information in two places. In one place, the information is used to identify the instance that is in alarmed state. In another place, the information is used to identify an instance that can be used as the back up network resource for the instance that is in alarmed state.
[bookmark: _Toc20494507][bookmark: _Toc26975552][bookmark: _Toc35856425][bookmark: _Toc44001281][bookmark: _Toc51580880][bookmark: _Toc52356143][bookmark: _Toc55227713][bookmark: _Toc90024605]11.2.2.1.3.6.2	Attribute
There is no attribute for this class.

	Next modification



[bookmark: _Toc20494533][bookmark: _Toc26975578][bookmark: _Toc35856451][bookmark: _Toc44001307][bookmark: _Toc51580906][bookmark: _Toc52356169][bookmark: _Toc55227739][bookmark: _Toc90024631]11.2.2.1.5	Information attribute definition
[bookmark: _Toc20494534][bookmark: _Toc26975579][bookmark: _Toc35856452][bookmark: _Toc44001308][bookmark: _Toc51580907][bookmark: _Toc52356170][bookmark: _Toc55227740][bookmark: _Toc90024632]11.2.2.1.5.1	Definition and legal values
	Name
	Definition
	Legal Values

	alarmId
	It identifies one AlarmInformation in the AlarmList. 
	

	notificationId
	It identifies the notification that carries the AlarmInformation. 
	

	alarmRaisedTime
	It indicates the date and time when the (real) alarm is first raised by the alarmed resource, or when a predicted alarm is raised by an alarm predictor.
	All values indicating valid date and time.

	alarmChangedTime
	It indicates the last date and time when the AlarmInformation is changed by the alarmed resource or the alarm predictor. Changes to AlarmInformation caused by invocations of the management service consumer would not change this date and time. 
	All values indicating valid date and time.

	predictedAlarmClearedTime
	The predicted time when the related alarm will be cleared.

The attribute should be present in "AlarmInformation" related to predicted alarms and real alarms for the case that alarm prediction is supported.

This is normally a time in future. When the alarm is not cleared at the predicted time, the system should remove the attribute from "AlarmInformation" to avoid a time in the past is shown as the predicted alarm cleared time.
	All values indicating valid date and time.

	alarmClearedTime
	It indicates the date and time when the alarm is cleared.
	All values indicating valid date and time.

	alarmType
	It indicates the type of alarm.

Communications Alarm:
An alarm of this type is associated with the procedure and/or process required conveying information from one point to another (ITU-T Recommendation X.733 [4]).

Processing Error Alarm:
An alarm of this type is associated with a software or processing fault (ITU T Recommendation X.733 [4]).

Environmental Alarm:
An alarm of this type is associated with a condition related to an enclosure in which the equipment resides (ITU-T Recommendation X.733 [4]).

Quality of Service Alarm:
An alarm of this type is associated with degradation in the quality of a service (ITU T Recommendation X.733 [4]).

Equipment Alarm:
An alarm of this type is associated with an equipment fault (ITU-T Recommendation X.733 [4]).

Integrity Violation:
An indication that information may have been illegally modified, inserted or deleted.

Operational Violation:
An indication that the provision of the requested service was not possible due to the unavailability, malfunction or incorrect invocation of the service.

Physical Violation:
An indication that a physical resource has been violated in a way that suggests a security attack.

Security Service or Mechanism Violation:
An indication that a security attack has been detected by a security service or mechanism.

Time Domain Violation: An indication that an event has occurred at an unexpected or prohibited time.
	

	probableCause
	It qualifies alarm and provides further information than alarmType. Probable causes are outside the scope of the present document.
	

	specificProblem
	It provides further refinement to the probableCause. This attribute value shall be single-valued and of simple type such as integer or string. See definition in ITU-T Recommendation X.733 [4] clause 8.1.2.2.
	Provided by vendor.

	perceivedSeverity
	It indicates the relative level of urgency for operator attention. 
	Critical, Major, Minor, Warning, Indeterminate, Cleared: see ITU-T Recommendation X.733 [4]. The present document does not recommend the use of indeterminate.

	backedUpStatus
	It indicates if an object (the MonitoredEntity) has a back up. See definition in ITU-T Recommendation X.733 [4] clause 8.1.2.4.
	All values that carry the semantics of backedUpStatus defined by ITU-T X.733 [4] clause 8.1.2.4.

	trendIndication
	It indicates if some observed condition is getting better, worse, or not changing. 
	"“Less severe"”, "“no change"”, "“more severe"”: see definition in ITU-T Recommendation X.733 [4] clause 8.1.2.6.

	thresholdInfo
	It indicates the crossed threshold information such as:
-	The identifier of the monitored attribute whose value has crossed a threshold, 
-	The threshold settings, 
-	The observed value that have crossed a threshold, etc. 
See definition in ITU-T Recommendation X.733 [4] clause 8.1.2.7. See also for information in TS 32.401 [19] clause 5.6.
	

	stateChangeDefinition
	It indicates attribute value changes associated with the alarm for state attributes of the monitored entity (state transitions). The change is reported with the name of the state attribute, the new value and an optional old value. See definition in ITU-T Recommendation X.733 [4] clause 8.1.2.11.
	

	monitoredAttributes
	It indicates attributes of the monitored entity and their values at the time the alarm occurred that are of interest for the alarm report. How these attributes are chosen is outside of the scope of the present document. See definition in ITU-T Recommendation X.733 [4] clause 8.1.2.11.
	

	proposedRepairActions
	Used if the cause is known and the system being managed can suggest one or more solutions to fix the problem causing the alarm as defined in ITU-T Rec. X. 733 [4]
	

	additionalText
	Allows a free form text description to be reported as defined in ITU-T Rec. X. 733 [4].
	N/A

	additionalInformation
	This attribute when present allows the inclusion of a set of vendor specific alarm information in the alarm.

A specific condition for this optional population is when an alarm presented by the Management System (e.g. via the user interface) has different values of perceived severity, and / or alarm type, compared with the values presented to the Itf-N.

Any other uses of additional information on the alarm and its semantics is outside the scope of the present document
	The additional information field is a list of one or more information parts.

The present document allows the support of two such information parts to carry
-	vendor defined perceived severity
-	vendor defined alarm type
using defined identification.
Other vendor specific information parts are allowed by using vendor specific identifications.

	rootCauseIndicator
	It indicates that this AlarmInformation is the root cause of the events captured by the notifications whose identifiers are in the related CorrelatedNotification instances.
	Boolean

	ackTime
	It identifies the time when the alarm has been acknowledged or unacknowledged the last time, i.e. it registers the time when ackState changes.
	All values that indicate valid time that are later than that carried in alarmRaisedTime.

	ackUserId
	It identifies the last user who has changed the acknowledgement state. 
	It can be used to identify the human operator such as "“John Smith"” or it can identify a group, such as "“Team Six"”, or it can contain no information such as "“"”.

	ackSystemId
	It identifies the system that last changed the ackState of an alarm, i.e. acknowledged or unacknowledged the alarm.
	It can be used to identify the system, such as "“system 6"” or it can contain no information such as "“"”.

	ackState
	It identifies the acknowledgement state of an alarm. 
	Acknowledged: the alarm has been acknowledged.

Unacknowledged: the alarm has been unacknowledged or the alarm has never been acknowledged.

	commentTime
	It carries the time when the comment has been added to the alarm.
	

	commentText
	It carries the textual comment.
	

	commentUserId
	It carries the identification of the user who made the comment.
	

	commentSystemId
	It carries the identification of the system (Management System) from which the comment is made. That system supports the user that made the comment.
	

	clearUserId
	It carries the identity of the user who invokes the clearAlarms operation.
	It can be used to identify the human operator such as "“John Smith"” or it can identify a group, such as "“Team Six"”, or it can contain no information such as "“"”.

	clearSystemId
	It carries the identity of the system in consuming the fault management service. That management service consumer supports the user who invokes the clearAlarms().
	It can be used to identify the system, such as "“system 6"” or it can contain no information such as "“"”.

	serviceUser
	It identifies the service-user whose request for service provided by the serviceProvider led to the generation of the security alarm.
	This attribute may carry no information if the server user is not identifiable.

	serviceProvider
	It identifies the service-provider whose service is requested by the serviceUser and the service request provokes the generation of the security alarm. 
	

	securityAlarmDetector
	It carries the identity of the detector of the security alarm.
	This attribute may carry no information if the security alarm detector is not identifiable.

	sourceObjectInstance
	It identifies one MonitoredEntity.
	All values that carry the semantics of DN.

	notificationIdSet
	It carries one or more notification identifiers.
	

	predictedAlarmRaisedTime
	The predicted time when the related alarm will be raised. The attribute shall be present in "AlarmInformation" related to predicted alarms.

This is a time in future. When a predicted alarm does not become a real alarm at the predictated alarm raised time, the alarm shall be cleared by the system, i.e. the perceived severity shall be set to "CLEARED". In addition, the "predictedAlarmRaisedTime" attribute shall be removed from the larm list " to avoid a time in the past is shown as the predicted alarm raised time.
	All values indicating valid date and time.

	predictionProbability
	Probabaility that the predictaed alarm will be raised in percent.
	Integer from 1..100

	predictedAlarm
	Indicating whether the related alarm is a predicated alarm or a real alarm. When a predicted alarm becomes a real alarm, the attribute changes from "TRUE" to "FALSE".
	TRUE, FALSE



[bookmark: _Toc20494535][bookmark: _Toc26975580][bookmark: _Toc35856453][bookmark: _Toc44001309][bookmark: _Toc51580908][bookmark: _Toc52356171][bookmark: _Toc55227741][bookmark: _Toc90024633]11.2.2.1.5.2	Constraints
	Name
	Definition

	inv_alarmChangedTime
	Time indicated shall be later than that carried in alarmRaisedTime.

	inv_alarmClearedTime
	Time indicated shall be later than that carried in alarmRaisedTime.

	inv_ackTime
	Time indicated shall be later than that carried in alarmRaisedTime.

	inv_notificationId
	NotificationIds shall be chosen to be unique across all notifications of a particular Managed Object throughout the time that alarm correlation is significant. The algorithm by which alarm correlation is accomplished is outside the scope of the present document.



	End of modifications




image1.emf
<<ProxyClass>>

MonitoredEnitty

<<SupportIOC>>

FSMnSProducer

<<SupportIOC>>

AlarmList

<<SupportIOC>>

AlarmInformation

<<SupportIOC>>

CorrelatedNotification

<<SupportIOC>>

Comment

objectClass/objectInstance

1

0..1 backupObject

relation-BackUpObject-

AlarmInfomation

relation-AlarmedObject-

AlarmInfomation

0..*

0..* 0..*

1 1

relation-AlarmInfomation-CorrelatedInformation

correlatedInformation

0..* 0..*

relation-AlarmInfomation-Comment

1

1

identifyAlarmInformation

relation-AlarmList-AlarmInfomation

1..*

relation-FSMnSProducer-AlarmList


oleObject1.bin
�

�

�

�

�

文本�

<<SupportIOC>>
FSMnSProducer


静态结构


<<SupportIOC>>
AlarmList


<<SupportIOC>>
AlarmInformation


<<SupportIOC>>
CorrelatedNotification


<<SupportIOC>>
Comment


objectClass/objectInstance�

<<ProxyClass>>
MonitoredEnitty


1�

0..1�

backupObject�

relation-BackUpObject-
AlarmInfomation�

relation-AlarmedObject-
AlarmInfomation�

0..*�

0..*�

0..*�

1�

1�

relation-AlarmInfomation-CorrelatedInformation�

correlatedInformation�

0..*�

0..*�

relation-AlarmInfomation-Comment�

1�

1�

identifyAlarmInformation�

relation-AlarmList-AlarmInfomation�

1..*�

relation-FSMnSProducer-AlarmList�


image2.png
The MO alarm's matching-criteria-attributes are not identical to the
matching-criteria-attributes of any Alarminformation in AlarmList. See appendix for
the definition of matching-criteria-attributes.

new Alarminformation. *notifyNewAlarm

acknowledgeAlarm

__*notifyAckStateChanged
_— T

—

< _unacknowledgeAlarm - ack&unclear
*notifyAckStateChange —

PS changes & new level is

MO emits the same alarm
*notifyChangedAlarm

MC? PS level changes to

/ cleared MO PS changes to
[*notifyClearedAlarm cleared

/ “notifyClearedAlarm
\ acknowledgeAlarm

notifyAckStateChanged
unack&clear @

This is the terminal state (acknowledged and cleared)
This AlarmInformation no longer exists in the AlarmList.





image3.jpeg
The MO alarm's matching-criteria-attributes are not identical to the
matching-criteria-attributes of any Alarminformation in AlarmList. See appendix for
the definition of matching-criteria-attributes.

\ -
MO emiits alarm /MnS Producer creates a
new Alarminformation. *notifyNewAlarm

MO PS changes & new

acknowledgeAlarm
_"notifyAckStateChanged
g N

[unack&unclear ~ _ unacknowledgeAl: arm{ ack&unclear
AnotifyAckStateChange s e

/ﬁ
/
M(P PS level changes to
/ cleared MO PS changes to
;/AnotifyCIearedAIarm cleared

;/ acknowledgeAlarm / *notifyClearedAlarm

MO emits the same alarm |/

tifyAckStateCh d, o
unack&clear [\no iiyfckStdte ang? \/ )
2 s

p

—

This is the terminal state (acknowledged and cléared)
This Alarminformation no longer exists in the AlarmList.





image4.png
Imanaged entity emits an alarm representing a predicted problem,
notifyNewAlarm(expectedAlamFlag=True)

predicted

expectedAlamFlag=True

Predicted problem materializes, i gets °
InotifyChangedAlarmGeneral(expectedAlarmF la

expectedAlammFlag=False





